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WHAT IS PSIM?

Physical Security Integration Management

0 T hdea is that all the stuff of security is actually data. Data that, once contextualized and

analyzed, becomes information for making better business decisions It is applying the
conceptsof information managementand businessintelligenceto the practicesand technologies
of physicaland homeland securityd

- SteveHunt, csoonlinecom, October8, 2010

System IntegrationdSecurity and BMS systems

GUI mapping and assegeolocalisation

Real time alerts

Rapid responses Common Operating Procedures

Incident log and reporting



PORTFOLIO OF PRODUCTS & MODULES
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OUR ROUTES TO MARKET

Project based
IEI .II Highly configurable
Requires skillsets in automation & security systems,
GPPV|S|on networks, graphics, logical processes.
ahi Sold only through VARGS

From simple access up to complex integration projects
Highly configurable
Easier thanAppVision PSIM to deploy at access only

Clppconl'ro| projects

’(ﬂ'”)

Open architecture Full integration projects require same skillsets as
AppVision
Sold through mainstream di s
y 2
™ Simple projects for door control and video only
appentry Simple to deploy using documentation and video tutorials

Door control made simple Sold through mainstream distribution



ADDITIONAL MODULES & OPTIONS

App for mobile devices(IOS & Android) for
. " .
appmobile AppVision PSIM

A\ Plugsinto AppVision PSIM : manage the

maintenance information andschedulesof

CIPmeIIni'ena nce complete securityand BMS installations and

B security system maintenance

subsystems
]
= :E Connectsto AppVision PSIM forintegration and
o management of CCT\systems/ VMS,NV R0 s
OPPVIdeO Joysticks and keyboards fovideo control rooms
open architecture

video integration



OPEN ARCHITECTURE FOR ALL PROJECTS

Open architecture is our mission

Free SDK: unrivalled level of integration & customisation options

Many standard open drivers for automation andsecurity systems

Partner network + 3rd party modules

)
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appentry

ontrol made simple

Simple open
architecture
accesscontrol

STANDARD
appconirol
Ay g Open architecture
PSIM forsecurity &
Open building control

architecture
accesscontrol +
open integration

Highly scalable

room management.

ENTREPRISE
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CIPPVISIOI’I

i PSIM

Open architecture
PSIM for medium
Size projects
E.g: Multiple site
integration

CORPORATE
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GPPVISIOI'I

H PSIM

Open architecture PSIM
for major projects with
advancedmanagement
features
E.g: Critical
Infrastructure, City Centre
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B Physical Security
SAFEGUARDING YOUR FREEDOMS

Integration Manager



OPEN ARCHITECTURE PSIM IN SECURITY & ALAR

MANAGEMENT

SAFE LOCK MANAGEMENT )
AUDIO ALARMS

P\E ACCESS CONTROL 4
sus G

TIME & | I

ATTENDANCE

iy

BIOMETRICS

| D(ll VIDEO ANALYSIS Q

~ GPSTRACKING
SURVEILLANCE
LIVE & RECORDED  MASS STORAGE E

\
—

AUDIO e

PERIMETER INTRUSION RECORD/ARCHIVE gl

. BUILDING CONTROLEH
@" INTRUDER ALARMS
INPUTS OUTPUT RELAYS musp|
— IP
Is | ATM MONITORING e
= FIRE ALARMS ¢

PARKING MANAGEMENT




APPVI S| ON 8 WEATMARE THE KEY

ADVANTAGES?

SCALABILITAND MULTIPLESITEPROJECTS

O VPNcommunicationsover large distances

O Sharingof real time data between different
PSIMserversor clientstations

O Managedifferenttime zones

O Rolesbased user connectionsthat restrict
accessand features based on roles and
responsibilitiedor different operators

O Floating workspace,where operators may
connect to their dedicated client stations
and rolesfrom any PSIMclient station

ABILITYTO SEAMLESSLINTEGRATBIFFERENTYPESOF SYSTEM®ND DIFFERENMANUFACTURERS
O Arange of different systemmanufacturersfor eachproduct categorywill be supported

O AppVision P S| MiIso has an SDKfor development by certified third party developers,for new driver
integrations

O Itispossibleto createinteractionsbetweenall connectedsystemsbasedon triggersand causeand effect

O Triggers will also start appropriate standard operating proceduresto guide security personnelon incident
handling



OPEN ARCHITECTURE PSIM IN CCTV MANAGEME

UNIFICATION

Integrate different CCTV brands into the same video walls and security
managementsystem




BUILDING MANAGEMENT & OPEN PROTOCOLS

INTEGRATED APPROACH TO SYSTEM MANAGEMENT

Building automation EnergyManagement
ProcessViangement (SCADA)

Security Management J




BUI LDI NG AUTOMATI ON USI

ENERGY COSTS

AppVisionP S| ME supports most protocols wused in
an external BMS software for alarm and event centralisation.

ROI

This can provide a rapid ROI when integrating the security and building management into a
unified system




OPEN ARCHITECTURE PROTOCOL DRIVERS FOR
AUTOMATION AND BUILDING MANAGEMENT SYSTE

ONVIF,

BACNET,

OPCDA and AE,

MODBUS,

KNX,

OBIX,

ASCII

ESPA(e.g. paging & nursecall systemprotocol)

g'"'

O O O O O O O O O

NMEAradar protocol



APPVI DEOE FOR VI DEO | NTEGR:/

1 Standard video monitors or HD television screens

2 Dedicated video wall technologies
Barco, Planatyevig .

3 Miniature video display opened

4 Incrusted video window

CCTV cameras are dragged & dropped
into the video wall



APPVI SI ON PSI ME VI DEO AUDI

AUDIT WHAT THE OPERATORS WERE SEEING & DOING

SEARCHFEATURE
Filter: operator, workstation, camera/reference @
Automatic display of the black box video
sequence -
]
PLAYBACHHECLIENTSTATIONSCREEN
EXPORFEATURE

Play (at normal speed), pause, stop, fasrward,
rewind/fastrewind, snapshot photo Export button



APPVI S| PSI ME FLEXI BLE

CLIENT STATIONS WEB CLIENT

SINGLE SERVER
ARCHITECTURE

OR

MULTIPLE/REGIONAL
SERVER ARCHITECTU
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Compatible VMS server Alarms & Access control Other: Intercoms
(can be a mix of brands) Incidents .a{ X




SOME VERTICAL MARKETS THAT USE PSIM
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SMART CITIES
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LOGISTICS & TRANSPORT
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MILITARY INFRASTRUCTURES ﬁ PORT & SHIPPING

EDUCATION

LUXURY GOODS & STORES
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OIL & GAS

OFFICES

PRISIONS

JUDICIAL &
INSTITUTIONAL

INDUSTRIES



SNMP PROTOCOL : NETWORK TRAPS

O UseSNMPTrapsprotocol in AppVisionP S | KkbEnonitor network activity

O Geolocalisanternalnetwork securitybreaches

O Use AppVisionP S | Mikd combine network events with security control :
look at nearestcamera/ lock door accesscontrol



SOME CASE STUDIES

NATIONAL SPORTS STADIUM SWEDEN

AppVision P S | Mks deployed at the stadium to manage CCTV,access
control, intruder alarms, fire alarms, emergency exits as well as several building

automation systemsusing a mix of open protocols such as Modbus, OPC,KNXand
BACnhet



SOME CASE STUDIES

MAJOR BANK + BRANCHES KUWAI

AppVision P S | M Heployed in Kuwait at this most interesting and complex

project where it centralizesthe security management of plus the
HQ building across the whole country. This included 2 different brands of access
control, and cameras, fire alarm panels,

intruder and panic alarm systemsand various building integration protocols used in
building automation and HVAC

In fact AppVision P S | Nskwidely deployed in the banking sector in France,Belgium,
Luxembourgaswell asin the middle east



SOME CASE STUDIES

UNIVERSITY HOSPITAL SAUDI ARABIA
PROJECT

AppVision P S | M Heployed at this university campus which resemblesmore
a smalltown than a university.

Full security monitoring and management is provided with the integration of all
security systemsfrom multiple brands aswell as building automation.
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OUR LATEST VERSION

Integration Manager



APPVISION V.4 : MODERN & ATTRACTIVE LAYOUT




FULLY CUSTOMI SABLE GUI

Modern look & feel

Customisableheader Supports Autocad DWG
files
Supports 3D
Customisablelayout with XAML

Hotdesking: Everyoperator can have a uniqueroles based GUI



SIMPLE TO CONFIGURE

CONFIGURATION HAS NEVER BEEN SO EASY

Easyconfiguration
with IntellisensC#

Automatic synoptic creation tool : imports imagesfrom folder into GUI

Integrated graphic editor in AppVisionE Configurator
Regionparameter - organise information geographically

Email/Textmessage

Links: step by step scenario configuration



SECURE NETWORK CONNECTIONS

Secured web access withttps

Data access securing: only the process server can access to data
hacking via client stationis impossible

Client stationd server communication is standardised with REST web
—— services and secured with the https support

Local DBSQL Server

Multi-serverredundancy
Long term history storage

Data access with the ODATA service
web




SUPPORT FOR OPEN PROTOCOLS & DEVELOPME

Industry standard open protocols

Open & industry standard protocols enableAppVisionP S1| ME t o connect hundred
security and building automation systems

Legacy installations
New systems

ASCI MModbus  SNMP

P
KNX

Our Software Development Kit (SDK) is free of charge

Drivers are available from PRYSM SOFTWARE or from our community of development partners



